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Lab - Installing the IPv6 Protocol and Assigning Host Addresses
with Windows XP

Objectives
Part 1: Install the IPv6 Protocol on a Windows XP PC
e Install the IPv6 protocol.
e Examine IPv6 address information.
Part 2: Use the Network Shell (netsh) Utility
e Work inside the netsh utility.

e Configure a static IPv6 address on the local-area network (LAN) interface.
e Exit the netsh utility.

o Display IPv6 address information using netsh.
e Issue netsh instructions from the command prompt.

Background / Scenario

The Internet Protocol Version 6 (IPv6) is not enabled by default in Windows XP. Windows XP includes IPv6
implementation, but the IPv6 protocol must be installed. XP does not provide a way to configure IPv6 static
addresses from the Graphical User Interface (GUI), so all IPv6 static address assignments must be done
using the Network Shell (netsh) utility.

In this lab, you will install the IPv6 protocol on a Windows XP PC. You will then assign a static IPv6 address
to the LAN interface.

Required Resources
1 Windows XP PC

Part 1: Install the IPv6 Protocol on a Windows XP PC

In Part 1, you will install the IPv6 protocol on a PC running Windows XP. You will also use two commands to
view the IPv6 addresses assigned to the PC.

Step 1: Install the IPv6 protocol.

From the command prompt window, type ipv6 install to install the IPv6 protocol.

cv C\WINDOWS'\ system32\cmd.exe

C:x\2ipub install
Installing...

Succeeded.

CeND

Step 2: Examine IPv6 Address Information.

Use the ipconfig /all command to view IPv6 address information.
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e CAWINDOWS'\ system32\cmd.exe

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix :
Dascription v o <« i v 6w e e : UMware Accelerated AMD PCNet Adapter

Physical Address. . . . . : B8-58-56—-BE-25-87
Dhcp Enabled. . . . . . . . = Yes

Autoconf iguration Enabled Yes

Autoconfiguration [P Addre 169.254.39.128

Subnet Mask . . . . . . . 255.255.8.8

IP Address. . fe80::250:56ff :febe :258745

Default Gateway .

DNS Servers . . . fecB:0:0:ffff::1x1
fecB:0:0:ffff::2x1
fecB:0:0:FFFF::3x1

I R B

Tunnel adapter Teredo Tunneling Pseudo-Interface:

Connection—specific DNS Suffix 2
Descryiption . . . . . . .- - : Teredo Tunneling Pseudo—-Interface
Physical Address. : FF-FF-FF-FF-FF-FF-FF-FF

Dhcp Enabled. . . : No
I . feB8B::ffff:=ffff:fffdx4

P Address. . . .
Default Gateway . . -
NetBIOS over Tecpip. . .

. : Disabled

Tunnel adapter Automatic Tunneling Pseudo—Interface:

Connection—specific DNS Suffix . =
Desceiption . . . . . . . . . . . = Automatic Tunneling Pseudo-Interface

Physical Address A9-FE-27-80

Dhcp Enabled. . No

IP Address. . . feB80A::5efe:169.254.39.128x2
Default Gateway
. fecB:0:0:=ffff::1;

DNS Servers .
fecB:0:0:ffff A
fecB:0:0:FfFFF::3x1
NetBIOS over Tecpip. . : Disabled

Part 2. Use the Network Shell (netsh) Utility

Network Shell (netsh) is a command-line utility included with Windows XP and newer Windows operating
systems, such as Vista and Windows 7. It allows you to configure the IPv6 address information on your LAN.
In Part 2, you will use the netsh utility to configure static IPv6 address information on a Windows XP PC LAN
interface. You will also use the netsh utility to display the PC LAN interface IPv6 address information.

Step 1: Work inside the Network Shell utility.

a. From the command prompt window, type netsh and press Enter to start the netsh utility. The command
prompt changes from C:\> to netsh>.

o\ C\WINDOWS' system32'cmd.exe - netsh

b. Atthe prompt, enter a question mark (?) and press Enter to provide the list of available parameters.
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netsh>?
The following commands are available:

Commands in this context:
.- - Goes up one context level.
? - Displays a list of commands.
aho v - Discards changes made while in offIine mode.
— Adds a configuration entry to a list of entries.
Adds an alias.
bhridge Changes to the ‘netsh bridge’ context.
hye Exits the program.
commit Commits changes made while in offline mode.
Deletes a conflguratlon entry from a list of entries.
Changes to the netsh diag’ context.
Displays a configuration script.
Runs a script file.
Exits the program.
firewall Changes to the ‘netsh firewall’ context.
he lp Displays a list of commands.
interface Changes to the ‘netsh interface’ context.
Changes to the ‘netsh lan’ context.
Changes to the ‘netsh nap’ context.
Sets the current mode to offline.
Sets the current mode to online.
Pops a context from the stack.
Pushes current context on stack.
Exits the program.
Changes to the ‘netsh ras’ context.
Changes to the ‘netsh routlng context.
Updates configuration settings.
Displays information.
Deletes an alias.
Changes to the ‘netsh winsock’ context.

The following sub—-contexts are available:
bridge diag firewall interface lan nap ras routing winsock

To view help for a command, type the command, followed by a space,., and then
type 7.

netsh>

c. Typeinterface ? and press Enter to provide the list of interface commands.

The following commands are available:

Commands in this context:

? Displays a list of commands.
Adds a configuration entry to a table.
Deletes a configuration entry from a table.
Displays a configuration script.
Displays a list of commands.
Changes to the ‘netsh interface ip’ context.
Changes to the ‘netsh interface ipu6’ context.

Changes to the ‘netsh interface portproxy’ context.
Resets information.

Sets configuration information.

Displays information.

The fFollowing sub—-contexts are available:
ip ipv6 portproxy

To view help for a command, type the command. followed by a space, and then
type 7.

netsh>
Note: You can use the question mark (?) at any level in the netsh utility to list the available options. The

up arrow can be used to scroll through previous netsh commands. The netsh utility also allows you to
abbreviate commands, as long as the abbreviation is unique.
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Step 2: Configure a static IPv6 address on the LAN interface.

To add a static IPv6 address to the LAN interface, issue the interface ipv6 add address command from
inside the netsh utility.

etsh>interface ipub add address "Local Area Connection" 20@1:dh8:acad:a::3

etsh>

Step 3: Display IPv6 address information using the netsh utility.

You can display IPv6 address information using the interface ipv6 show address command.

netsh>interface ipub show address

Querying active state...

Interface 5: Local Area Connection

Addr» Type DAD State Valid Life Pref. Life Address

Preferred infinite infinite 20801 :db8:acad:a:=:3
Preferred infinite infinite feB80::250:56ff:febe:2587

Interface 4: Teredo Tunneling Pseudo—-Interface
Addr Type DAD State Valid Life Pref. Life Address

Preferred infinite infinite feB8O::ffff:ffff:=fffd
Interface 2: Automatic Tunneling Pseudo—-Interface
Addy» Type DAD State Valid Life Pref. Life Address

Preferred infinite infinite feB8@::5efe:169.254.39.128
Interface 1: Loopbhack Pseudo-Interface
Addr Type DAD State VUalid Life Pref. Life Address

Preferred infinite infinite :=:1
Preferred infinite infinite fe80::

Step 4. Exit the netsh utility.

Use the exit command to exit from the netsh utility.

netsh>exit

C:=\>

Step 5: Issue netsh instructions from the command prompt.

All netsh instructions can be entered from the command prompt, outside the netsh utility, by preceding the
instruction with the netsh command.
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C:\>netsh interface ipu6 show address

Querying active state...

Interface 5: Local Area Connection

Addr Type DAD State VUalid Life Pref. Life Address

Preferred infinite infinite 20@1:dh8:acad:a::3
Preferred infinite infinite fe80::250:56ff:febhe:2587

Interface 4: Teredo Tunneling Pseudo—Interface
Add» Type DAD State Valid Life Pref. Life Address
Preferred infinite infinite fe8O::ffff:ffff:fffd

Interface 2: Automatic Tunneling Pseudo-Interface

Addr Type DAD State VUalid Life Pref. Life Address

Preferred infinite infinite fe80::5efe:169.254.39.128
Interface 1: Loophack Pseudo-Interface
Addr Type DAD State VUalid Life i Address

Preferred infinite infinite
Preferred infinite infinite

Reflection
1. How would you renew your LAN interface address information from the netsh utility?

Hint: Use the question mark (?) for help in obtaining the parameter sequence.
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